
 

 

 

Notes on recent developments 
concerning Classic McEliece 

Date: 29th September, 2026 
Classic McEliece is a cryptographic key agreement scheme that was a candidate in the fourth round of the 
NIST standardization process for post-quantum cryptography [NIST-PQC] and was standardized by ISO/IEC 
in [ISO-IEC] in June 2026. Since 2020, the BSI has recommended Classic McEliece, currently with selected 
parameter sets from [ABC+22a], in its Technical Guideline TR-02102-1 [BSI-TR-02102]. Classic McEliece is a 
variant of the McEliece cryptosystem, which was published in 1978 [McE78] and is thus one of the oldest 
public-key cryptosystems. However, because of its comparatively very large public keys, it has not found 
widespread use. 

In recent months, a number of publications have made progress in the cryptanalysis of the McEliece 
cryptosystem. The BSI itself has also contributed to the analysis of the McEliece scheme [HW26], [Hem26]. 
In this document, the BSI provides an initial assessment of the recent results and a preliminary evaluation 
of how to handle Classic McEliece.

What does this mean for the use of Classic McEliece? 
Classic McEliece has particularly small ciphertexts but very large public keys. It is therefore usually used 
only in special deployment scenarios, e.g. applications with long-lived static keys in which many ciphertexts 
have to be exchanged. 

Classic McEliece should currently no longer be used in new developments or when planning new 
cryptographic applications. For key agreement, it is advised to use FrodoKEM, ML-KEM or HQC (once the 
corresponding standard has been published) in accordance with the recommendations of TR-02102-1. 

The current recommendation of TR-02102-1 for Classic McEliece is limited to hybrid use. Here, the 
negotiated Classic McEliece key is combined with a further key negotiated using a classical scheme in such a 
way that both schemes must be broken in order to obtain the hybrid key. For the sole use of classical 
schemes, the general recommendation for use remains in effect until the end of 2031. At present, such a 
hybrid combination with Classic McEliece therefore still provides at least the security of the classical 
scheme. 

The recommendation on Classic McEliece will be revised in the next version of TR-02102-1 based on the 
ongoing analysis of the results discussed below and, if applicable, further results. This version is expected to 
be published in early 2027. 



Bundesamt für Sicherheit in der Informationstechnik 2 

What does this mean for the migration to post-quantum 
cryptography? 
The new assessment of the security of Classic McEliece does not change the general, urgent 
recommendation to complete the migration to post-quantum cryptography for key agreement by 2031 at 
the latest. The new results (see below) underline how important it is to pay attention to crypto-agility during 
the migration because cryptanalytic advances can never be ruled out. 

The current situation shows that the recommendation to use post-quantum cryptography in hybrid mode 
has proven its worth. We are witnessing a dynamic development that must continue to be monitored. 
Because each of the new post-quantum schemes is to be combined with a further scheme, the impact that a 
weakened scheme could have is mitigated. 

The cryptanalysis results discussed below relate explicitly only to the McEliece cryptosystem and thus to 
the post-quantum scheme Classic McEliece. The other recommended post-quantum schemes, FrodoKEM 
and ML-KEM, are based on different mathematical principles and are not affected by the results. The HQC 
scheme, which is planned to be recommended in the future, is not affected either, even though, like Classic 
McEliece, it is based on error-correcting codes. HQC can therefore offer an important alternative to the 
lattice-based post-quantum schemes FrodoKEM and ML-KEM going forward. 

Assessment of the results on the security of Classic 
McEliece 
A central component of Classic McEliece is so-called binary Goppa codes. These are a family of error-
correcting codes for which efficient error-correction algorithms are known. Roughly speaking, key 
generation in Classic McEliece first randomly selects a binary Goppa code with specified parameter sizes. 
The generated secret key consists of information about the Goppa code structure of the generated code that 
allows for efficient error correction, while the public key essentially consists of a random basis of the 
generated code. The security of Classic McEliece rests on the assumption that error correction for this code 
is not efficiently possible given only this randomly chosen basis. 

For a long time, the best attack against the McEliece cryptosystem was considered to be treating the code in 
question as a general linear code and applying generic error-correction algorithms (so-called information 
set decoding, ISD for short) to it. Decoding general linear codes is an NP-hard problem, and apart from small 
improvements, the complexity of the best ISD algorithms has remained remarkably stable despite intensive 
research over the last 60 years, see [ABC+22b, Chapter 3]. 

By contrast, structural attacks, which aim to reconstruct the secret Goppa code structure, and thus the secret 
key, from the public key, long had a far higher complexity than ISD algorithms. Until recently, the best such 
key-recovery attack essentially consisted of a brute-force search combined with the so-called support 
splitting algorithm [Sen00]. Even for the smallest Classic McEliece parameters, this algorithm had an 
estimated complexity of over 2^3000, far above the security level of at least 120 bits recommended in TR-
02102. 

In the recent past, particularly in the last few months, several papers have been published that 
fundamentally change this situation. Some of them build on earlier ideas and work that cannot all be 
presented in detail in this document. 

• [Ran24] describes the first algorithm that distinguishes binary Goppa codes from general linear 
codes with a complexity that is asymptotically slightly subexponential in the error-correction 
capacity of the underlying code. For binary Goppa codes with the parameters recommended in TR-
02102-1, however, the stated estimated complexity of this distinguisher is at least 2^683, according 
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to the estimates in [Ran24]. It should be noted that such a distinguisher alone does not threaten the 
security assumption of Classic McEliece. However, it can be an indication of a structural weakness 
that could possibly be developed further into a key-recovery attack. 

• [HW26] likewise describes a distinguisher between binary Goppa codes and general linear codes that 
yields a lower complexity than [Ran24] for Classic McEliece parameters. At no less than 2^550 for 
the Classic McEliece parameter sets recommended in TR-02102-1, however, the complexity is still 
above the targeted security level. 

• [BLT26] describes an efficient key-recovery algorithm for the McEliece cryptosystem when binary 
Goppa codes with very specific parameter choices, namely very high code rates, are used. However, 
the attack is not applicable to Classic McEliece parameters. 

• [BLRT26] describes another distinguisher and a key-recovery algorithm based on it, which the 
authors state should also be applicable to Classic McEliece parameter sets. For the Classic McEliece 
parameter sets recommended in TR-02102-1, however, the estimated complexity is at least 2^742. 

• [Hem26] extends the distinguisher from [HW26] into a key-recovery algorithm which, according to 
the author, should also be applicable to Classic McEliece parameter sets and have roughly the same 
complexity as the distinguisher [HW26]. [Saa26a] describes an extension of this attack, which, 
however, does not yield a significant improvement in complexity for Classic McEliece parameter 
sets. 

• [GIJS26] describes a distinguisher with claimed asymptotically quasi-polynomial complexity and 
states a complexity of between 2^120 and 2^124 operations for the Classic McEliece parameter sets 
recommended in TR-02102-1. In addition, the authors describe a heuristic key-recovery algorithm 
that relies on assumptions still to be verified and, according to the authors, has an estimated 
complexity of between 2^140 and 2^148 for the Classic McEliece parameter sets recommended in 
TR-02102-1. 

• [Ved26] likewise describes a key-recovery algorithm that is based on the distinguisher from [GIJS26] 
and which, according to the author, is applicable to Classic McEliece parameter sets. The algorithm 
requires several runs of the distinguisher from [GIJS26], whose complexity thus provides a lower 
bound. 

• [Saa26b] describes how an adaptation of the approach from [GIJS26] was used to break a specific 
key-recovery challenge of the Technology Innovation Institute. 

• [Wei26] describes, according to the author, an improvement of the distinguisher from [GIJS26] as 
well as a key-recovery algorithm based on it. For the parameter sets recommended in TR-02102-1, a 
complexity of between 2^99 and 2^102 operations for key recovery is stated. 

It is important to note that the most recent publications in particular have not yet completed a full peer-
review process and require thorough analysis. In particular, it must be examined carefully to what extent 
the claimed complexity estimates are accurate and the cost model is realistic, for example with regard to 
memory access costs. The BSI is also monitoring and analyzing the cryptanalysis results mentioned. So far, 
the results do not enable a practical attack on Classic McEliece with the parameter sets recommended in 
TR-02102-1. However, a significant improvement in structural attacks against the McEliece cryptosystem 
with binary Goppa codes can be observed over the last few months. Likewise, further developments and 
improvements of the results published so far are conceivable and to be expected. 
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